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int64_t main()
000014ce nop
00001400 je 0x158f

edi, ebx
close
edi, dword [rsp+0x24]

Binary analysis tools e i

rdx, rax

edi, ox1

eax, eax {0x0}
—printf_chk

Gold standard: IDA Pro

@] $$$ Options » Selection: 0x1574 to 0x157b (0x7 bytes) ELF v+ Disassembler v

o  Typically only justifiable by professionals Source: https://binary.ninja/
Several recent challengers:

1A - C:\IDA\REVERSING \putty. =10l x|

O Radare PIURHDDD 20| B8 x| == ) e TR
51 IDAViowESP 31 0AViwEP | ©) Theads| @ Geneaegnms] ok Sewch
o  Hopper T T e "
O s S|

retaddr dd_
* 0012FFSC hInstance dd of
* 0012FFA0 hienu dd
xt:0043121B push * 0012744 uIDEvent dd offset unk_132D

o  Binary Ninja
Binary Ninja is a powerful static analysis tool
o Looking at the program’s disassembly without executing it el e (BERE s
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Source: https://www.hex-rays.com/products/ida/



BinDbg

e Binary Ninja plugin that syncs a running debugger (WinDbg) to Binary Ninja

o  Combining static and dynamic analyses

o Use the debugger’s information to supplement Binary Ninja’s analysis

o  Control the debugger within Binary Ninja
e This has been done before

o snare’s Binjatron: https://github.com/snare/binjatron

o  EricHennenfent’s Binja Dynamics: https://github.com/ehennenfent/binja dynamics
e Windows support on existing solutions is lacking

o Because | primarily reverse PEs, | wanted to create an easy-to-use Windows solution



https://github.com/snare/binjatron
https://github.com/ehennenfent/binja_dynamics

Primary features (1/4)

e Launch and control debugging sessions directly from Binary Ninja

© DungeonRunners.bndb — Binary Ninja
File Edit View Tools Help

DX 2| Sy

1P DungeonRunners.bndb (PE Graph)

e Syncs Binjadisassembly graph with WinDbg instruction pointer
ecx, word [esi+Bx12]
al, Oxfe
ecx

byte [esi+Bx18], al
eax, dword [esi]
edx, dword [eax+0x8]
0x0




Primary features (2/4)

e Set breakpoints and move instruction pointer directly on Binja’s disassembly graph

Navigate to Virtual Function : o .
¥ e AL 4 ! ¥ Navigate to Virtual Function ¥

Run to cursor ) curs

al, @xfe Set PDB symbol path (BETA) al, Oxfe Set PDB symbol path (BETA) al, Oxfe Set PDB symbol path (BETA)

£Cx Sek DieakfioinE EEH Set breakpoint EEx Set breakpoint
i+0: Set i i+0x] byte [esi z z
byte [esi+®: Set instruction ptr LEE [e51+0x18:.| Set instruction ptr el Set instruction ptr
eax, dword [esi eax, dwor

Navigate to Virtual Function

eax, dword
edx, dword

0x0
0x2 Stop BinDbg sessio

Se s ar S Set DrOCess arq ents Set process arguments
Set process arguments edx, dword [eax Set process arguments edx, dworc

Start BinDbg session 0x0 Start BinDbg session 0x0
0x2 Stop BinDbg session 0x2 Stop BinDbg session
ecx, esi Sync with debugger ecx, esi Sync with debugger
edx edx

P 5 . ax, word [esi+@x12] ax, word [esi+@x12]

Start BinDbg session

ecx, esi Sync with debugger




Primary features (3/4)

e Highlight branch decisions on disassembly graph (see where jumps are going)

test al, al

jne 8x5f09a4
eax, dword [esi]
edx, dword [eax+0x8]

Oxffff {var 10 1}
edi {var_14 1}

ebx {var_18} {0x0}
ecx, esi

edx

)

al, byte [esi+0x18]
al, Ox1
0x5f09e0




Primary features (4/4)

e Resolve vtable calls and vtable references (determine object types)

// GameClient:: vftable'{for ~StateMachine'} (from GameClient object)
mov eax, dword [esi]

// GameClient::States(enum StateMachineEvent, cl StateMachineMessage*,
'/ uintle t) (from StateMachine object)

mov

push

push edi {var 14 1}

push ebx {var_18}

mov ecx, esi

// GameClient::States(enum StateMachineEvent, class StateMachineMessage*,
// uintl6 _t)

call edx




Demo



Lessons learned

e Lotsof time spent wrestling with pykd

o  Just catch its exceptions and keep going \_(*V)_/
e Determining object type using vtables is not 100% reliable

o In the case of multiple inheritance, can’t just observe the first vtable and call it a day
e Windows is weird

o  Named pipes implementation
o  APland COM interfaces

e Inhindsight, would have been easier to improve Windows support on existing tools
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Questions?

https://github.com/kukfa/bindbg
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