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- Game Background

e Dungeon Runners (NCSoft, 2007)
e MMORPG
o Online game where thousands of players interact in a virtual world

e (Custom game engine
_ o . Scrapped several times until it became Dungeon Runners
- e Decommissiaoned in 2010
o Lack of profit - '
o Servers shut down -

e Game client has no server to connect to
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""::"'--An attempt to recreate an online game s server
Lots of proprietary components

o Communication protocol
Server architecture
‘Database schemas
o - Etc; - : :
Involves a great deal of reverse engineering
o Taking something agart to see how it works
‘o Verylong, arduous process '
Implementation is generally hacky
o Builtin a‘guess & check’ fashion

o
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e Protocol anaIyS|s
o~ Determine how the client and server communlcate
g’ Packet identification - - o
i Identlfy the different types of packets and their purpose gl | -
o Packet structure
5 o = “What do these bytes represent or control?”
o Encryption & checksum algorithms
o Connection handoffs ;
# m  “Atwhat pomt*does the authentication server direct the client to the game server7”
B o . Serialization
oo m “How are things I'ike'character data sent over the wire?”

¥ v z ¥ ey
+ 2T

0000 00 Oc 29 eb d2 55 00 Oc 29 19 5a 43 08 00 45 00 seSaEy JRPeTE:
0010 00 5a 02 ae 40 00 80 06 e3 ed 0Oa 00 00 02 0a 0O ST R

Gy 0020 00 01 cO 1d 08B 3e 74 B6 3c 53 23 a3 9b f3 50 18 ..... >T. <5#...P.
; 00320 00 44 o D e
0040
0050

- 0060




o De5|gn|ng masswe game servers |s a very complex problem
g Archltecture : : ' - ]
| Many moving parts e e ' B
e Authentication server, game Ioglc server, z0ne servers, database server..
5 e = Load balancing/caching
o Database design &
- m SQLvs NoSQL? Schema?’
o Code structure s
" - Scalability '
o Backups/failover At -
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Depends on how much data is stored client- S|de
(] Usually the bulk of it is (good')

"Vendor/merchant inventory
' Quest info :

~ Enemies in combat zones
‘Loot/drops-

If you have it partlcularly bad:”
m Zone layouts *
m NPC locations
m Dialogue e | »

-




e Disassembler >
' Transforms machine language into assembly language

O
o Makes a compiled program (sort of) human-readable
o Staticanalysis |
o ' IDA, Binary Ninja, Hopper, Radarez2...
Debugger ' -
o View the state of a running program
‘m Current instruction, register values, memory
o Dynamic analysis
o ' IDA, OllyDbg, gdb, x64dbg...




B Packetsniffer 7 F e
B - Capture and mspect network trafﬂc

ereshark tcpdump Fiddler...

Manlpulate blnary data (in hex form)
o  HxD, Vim, Hex Fiend...

M t/-retflic-problems-2011-07-06.pcap

Fle Edit View Go Capture Anahaze

A mI®

Statistics  Telephony

BRE S ee=T o=

Wirgless  Toels  Help

Qaan

W [ Apply a display fiter ... <Ctil/> 3 -] Expression.

No. Time Source Destination Protocel  Length Info

| 343 65.142415 192.168.0.21 174.129.249.228 TCP 66 28555 > BB [ACK] Seq=1 Ack=1 Win-5888 Len=6 TSval-491519346 TSecr=551811827
344 65.142715 192.168.8.21 174.129.249.228  HTTP 253 GET /clients/netflix/flash/application.swf?flash_version=flash lite 2.18v=1.
345 65.230738 174.129.249.228  192.168.0.21 TR 66 8@ - 49555 [ACK] Seq=1 Ack=188 Win=6864 Len=@ TSval=551811850 TSecr=491519347
346 £5.240742 174.120.240.228  192.168.0.21 HTTP 828 HTTP/1.1 382 Moved Temporarily
347 65.241592 192.168.8.21 174.129.249.228 TCP 66 48555 + 88 [ACK] Seq=185 Ack=763 Win=7424 Len=g TSval=491519446 TSecr=551811852
348 £5.242532 192.168.8.21 192.168.6.1 s 77 Standard query @x2188 A cdn-8.nflximg.com |
349 65.276870 192.168.08.1 192.168.9.21 DNS 489 Standard query response 8x2188 A cdn-8.nflximg.com CNAME i;-ages.netflix.zm.adgé,_l
358 65.277992 192.168.8.21 63.80.242.48 TR 74 37063 - 88 [SYN] Seq=@ Win=584@ Len=@ MSS=1460@ SACK_PERM=1 TSval=491519482 TSe:j:
351 65.207757 63.60.242.45 192.168.0.21 TCR 74 80 - 37063 [SYN, ACK] Seq=0 Ack=1 Win=5792 Len=0 HS5=1460 SACK_PERM=1 TSval=320
352 £5.208396 192.168.8.21 63.50.242.48 TP 66 37863 + 88 [ACK] Seq=l Ack=1 Win=5888 Len=p TSval=491519502 TSecr=3205534132 =
353 65.298687 192.168.8.21 63.80.242.48 HTTP 153 GET /us/nrd/clients/flash/814548.bun HTTP/1.1 =
354 65.318730 63.80.242.48 192.168.0.21 TP 66 8@ + 37863 [ACK] Seq=1 Ack=88 Win=5792 Len=@ TSval=3205534151 TSecr=491519503 E
355 65.321733 63.80.242.48 192.168.6.21 T 1514 [TCP segment of a reassembled PDU] =
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Request In

Ethernet II, Src:
Internet Protocol Version 4, Sr
User Datagram Protocol, Src Port:
Domain Name System (response)

348

[Time: B.834338860 seconds]

Transaction

1D: @x2188

Questions: 1

Answer RRs:

4

Authority RRs: 9
Additional RRs: 9

<

Queries

> cdn-2.nflxing.com: type

> Answers

Authoritative nameservers

Flags: x8180 Standard query response, No error

A, class IN

Frame 349: 489 bytes on wire (3912 bits), 489 bytes captured (3912 bits)

Globalsc_8@:3b:8a (fB:ad:4e:@8:3b:@a), Dst: Vizio 14:8a:el (80:19:9d:14:8azel)
192.168.€.1, Dst: 192.168.8.21

53 (53), Dst Port: 34036 (34035)

B8 15 88 35 B4 T4 81 c7
6 4 B2 @9 @@ @9 85 63 64 6e 2d 30 67 6e 66 6C
78 69 6d 67 @3 63 6f 6d ©0 8 @1 82 BL cO Bc 09
85 B2 01 @0 0 B85 29 B8 22 @6 69 6d 61 67 65 73
@7 Ge 65 74 66 6c 69 78 03 63 6f 6d €9 65 64 67
65 73 75 69 74 65 83 6e 65 74 00 c@ 2f 80 @5 89

83 3

21 s=iETY

80 08 81

. "inages
Lnetflix .com. Edg
esuite.n et../.. v

@ 7 1dentfication of transaction (dns.d), 2bytes

|| packets: 10295 - Displayed: 10298 (100.0%) * Load tme:

:0.182| Profie: Default
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SNy o ¥ Functions window
". Dormant game CIIent Function name Segment |
: ‘Lﬂ] DRAuthClient:: Login[Sting const & String const &) temt
No ga me server p roto col d ocu m e ntat| 0 n 7 DRAuthClertSelect ameServer(int] o, ‘
\Lﬂ] DRAuthClient:OnConnected{netd ddress &) temt
o We [l ta|k abo ut this in a bit i) DR AuthClient OnDiscannectedjvaid) tent
config ‘Lﬂ] DRAuthClient:: OnConnectionF aleduchar] temt :
) N 0 pa C ket Ca ptu res DFData \Lﬂ] DRAuthClient:: RecvLoginF ailluchar] text
i S logs ‘Lﬂ] DRAuthClient:: RecvBlockeddccount{uint) et 5
~ : : '
: I [&] dbghelo.dil 1#] DRA&uthClient:: RecvLoginOk[dm_loginlnfo const &] tent
o B Ut . T 23 N \Lﬂ] DRAuthClient::RecvServerListE xiuchar, std: vectar<dm_zerverlnfo... text
D b b I S e i ‘Lﬂ] DRAuthClient: RecvServerF ailluchar) et =
O ve ug Sym OIS ﬁ DungeonRunners.exe ‘Lﬂ] DR&uthClient: RecvPlayF ailluchar) Lext
: X | | DungeonRunners.pdb \Lﬂ] DRAuthClient:: RecyPlapOkuintuint uchar) et
O Ve rbose | Og 0 Utp Ut |j frnodexdll ‘Lﬂ] DRAuthClient::RecwiccountKicked{uchar) et
i b DRAuthClent:: RecvBlockedAocountt zgltd; vectors dm_blocklnf... .test
- | | game.pkg
: ; A R R R R e i il
[ game.pki Line 12010 of 24387
it z -
12/09 09:50:39.875 B832: DRAuthClient: :Login tbnnecting to Auth: '206.127.154.204:2110'" i i
12/09 09:50:39.875 B832: DRAnthClient: :Login changed state from 0 to 1. ; 3 Tl 4
12/09 09:50:40.171 2332: DEAuthClient: :OnConnected changed state from 1 to 2. i
- 12/09 09:50:40.328 2332: DRAuthClient: :RecvlLoginOk LoggedIn as =simic024 : 3
12/09 09:50:40.328 2332: DRAuthClient: :RecvLoginOk changed state from 2 to 3. % 3 By

10/ 00

09:

50:

40.

500

2332:

DRAuthClient:

:RecvServerListEx changed state from 3 to 4. s i s



“Game only ran if Iaunched from the publushers game portal
Looked at command line options
‘o ran_from_launcher

Lookmg through config folder
o . DungeonRunners.cfg
- m Specifies authentication server addr/port
‘mDirect the client to connect to local server

[~ DungeonRunners cfg E]ul

[AuthServer]
Addres= = auth.dungeonrunners.com _
Port = 2110 P

[RezourceManager] -
RezourceConfig = ResourceManager.cfg

b
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DA Wiewm-2, Hex Wiew-A, gﬁ Exparts I% Impartz M Mames \lﬂ] Functions "' Shings ﬂ Stuctures  En Enums : ;

4 g o Address Length Type  String

w2 rdata:0.. 00000050
w2t rdatac. 00000028
. ordatai0.. 00000013
W rdatac(..  0O00005E
Qooooozo

00000011

frodS ampletd anager::Init Unknown Sound [nputFileT vpe "% in the config ...

hittp: £ Aaana, dungeonmunners, comdjoin. html

AhDungeonMCLauncher. exe

Zz fLauncherdrgz="" /LaunchGame=%z /StartLocation=44%"_stub_dirts\\" %' ran_from_launcher L
Failed to launch %z in % with last emor Zu

h"-.Launu:herID |n|
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So the client can connect to our custom auth server

o~ Now we need to understand the protocol
Looking through functions list

@ 1008 i @ Hesx Wiew-A éh Exports % Import: - M Mames

‘E] Functions  “.* Skings &

Function name

\LF_I] lin& G LogoutPacket: ~lind 0 LogoutP acket[+oid]

\LF_I] lin& G LogoutPacket:: SenalizelstoChunkFiletwriter &)

1'@ [in&GELogoutPacket:: Unzenialize[ztaChunkFileR eader &)
‘Eﬂ L2BlowifizhE nicrpt:: Blowfizh_decipher(ulong * ulong ]
\E_I] L2BlowifizhE nicrpt:: Blowfizh_encipher(ulong * ulong ]
"|£|] L2BlowfizhE nerpt: | nitializeB lowfizh{uchar * const,zhart]
\lf—.ﬂ L2BlowfizhE nompt:: BlowhizhE ncrpptuchar * int]

\L:" L2BlowfizhE nu:r_l,lpt"EIDwfishD eu:r_l,lpt[uchar * int]

lin" and ‘L2' prefixes -

~ Right next to authentlcatlon functions

Seqgment

et
dext
dext
dext
et
et
et
et

Start

0a7IFECD
007S7EED
00737F10
00797FE0
007383F0
00732330
00732380
007323E0

Length

0aaa001 o
00000029
00000042,
000oo43s
00000436
0000071 21
00000023
00000023
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e Some quick Googllng reveals these refer to Lmeage II

o Another NCSoft MMO (2003 - present)

* Several releases over the years ' W
o Game has been reverse engineered and publlcly documented g | o =

‘o Could DR have borrowed L2's auth server?
o  Each major L2 releaée had a different.protocol
o  Find an early version of the server and see if it works

‘e Hunted for an L2 server from around the same tlme period

: ~o  Easier said than done
v o 0Oldforums/dead links
o archive.org is a life saver

e Found legacy auth server from 2004




DamGeon

o B! )

RUNNERS

Cennecting To World...

fi —— L
/\ » [tsitakinggtooilongito connect
, Pleasefcheckiyour [EIREWALL]




DAamaGeen

P\ U N N E P\ S Chocee Any World t Play On!

Y our characters are available cn all of them.

No werlds are online right now,

User Name

dave

Fassword

Selecting World. ..

All 'w‘igh'.: Reserved




""'*DR did use L2's authentlcatlon protocols
o This turns out to be a common practice for NCsoft MMOs

e While DR and the L2 server shared the same protocols the L2 server was

(obviously) built for L2 _
o . Not 100% compatible out of the box
o Some things didn’t work

o Instead of changing L2 code; let's build our own auth server!
e Good news: L2’s protocols have been reversed and publicly documented
o Bad news..




R

Ic’s NeVER easy

NMpoTtokon Lineage II

ABTOp: TechnoWiz@rd
-~ MocnegHee pegakTupoBanMe: 23 Hosbpa 2807

CopepxaHue s - h*

1. Obwwe cesgesHuA
- 2. Naketwl Client -> Login Server
22, 3. NakeTwol Login Serwver -> Client ;
; 4. MakeTb Game Server -» Client 4
5. NakeTbl Client -> Game Serwver

1. Obume cBepeHUs

Ka¥gWii nakeT cocToWT M3 pasmepa nakeTa(2 6Gaita), Twna naxeta(l 6ait) w Gnoka napameTpos(nepeMeHHaA AMWHE) .
aBTopu3auuK, B KoHue AobaBnAeTCA KOHTPONbHAA CyMMa M AONOCAHAETCA HyNAMM Tak, 4Tobul pasmep nakeTa Obin KkpaTeH §-
i buTe paccuuTaHa cnegywued $yHKUUen: i

s unsigned long checksum{ unsigned char *packet, int count ) B
{ :

Ll long chksum = @L; 3

: TR : for{ int 1 = @; 1 < count; i += 4 ) chksum *= *({{unsigned long *)&raw[i]); e ,
. sk ? return chksum; 2 = Wi




o Clientlogsin
~ Server sends a list of game servers (worlds)

o Cllent selects a world and connects to |t D ' i ; : ‘..
Issue Client authentication packet did not follow protocol spec :
- Having trouble extractlng player credentials

o Username & password-were unintelligible blobs of data
o Needed to figure out how credentials were being encrypted




7 public: int._;thiscall ncAuthClientImpl::SendLDgin:chéf const *, char const *, unsignéd
?SendLoginf@nchuthClientImpl@@QAEHPEDOIGRZ proc near

?DESWriﬁeBlnckELEDESEncryﬁtE@YAXPAXHEZ o LZDESE:crypt::DesWr;teBLcckivc;d

ﬁ; void  cdecl LEDESEncryptf:DesKeyInit:char const *)
DesKeyInitlLZDESEncrypt@E@YAXPEDEZ proc near

(loc T9T765B:

oW dl, ds:byte 8534B4[eax]

XOT byte ptr [esptecx+0Chiwvar C], dl
lea ecx, [espt+ecx+0Chivar C]

inc eax

CIop ds:byte B534B4[eax], 0

Jjn= short loc 797647




rdata: 00853454 aTest
rdata: 008534984
rdata: 00853489
rdata:008534BA

rdata:003534BB

. TEST'with 4 null bytes




o "".:Algorlthm DES
Symmetric Key: TEST +4 nuII bytes

Mode of Operatlon Take a guess, glven our track record
o Yeah, ECB

Block size: 64_bi'ts (8-bytes)

o This presents an interesting problem




e

'"-*--Max username Iength 14 characters
Max password length: 16 characters

e Total size: 30 characters — 30 bytes '
g2 0 _ASCII encoded ;
. @ DES block size: 8 bytes
o o Can encrypt data with sizes 8 bytes, 16 bytes, 24 bytes, 32 bytes...

o What happens when the credential size isn't perfectly divisible by 82
o You might think it's padded to round up?




Us :14characterusr
Password 16characterpassw ,_
Network trafflc

Usernafne. .~ ,
3 e Tz gdge. . |p ¢ & %D |
Trape DRG0 N e _14@- '. 2
g i Password el TS N
E 9 . (2 |8 . g 7 |3 .r |p a |s. s ___",i

0w 050l 05 | a3 i Bsios. of




When the player selects a game server:

0] Game client W|II disconnect from the auth server
o Attempts to connect to the game server - e T

~ Game server uses a custom (undocumented) protocol ‘ o
o  Where do I start? | . : St




&

o Didn't get too far (two dlfferent protocols)

Good: Verbose game logs pointed out what was wrong
o Can use this to fix problems and work out correct packet structure

04/19 10:30:59.138 3236: DRAuthClient: : SelectGameServer changed state frnm C: S ' = T

04/19 10:30:59.164 3236: DRAunthClient: :RecvPlay0k changed state from S5 to 8.

= 04/19 10:30:58.175 3236: DFCSocketChannel : tupdateReceivefueue Clo=ing socket 10.0.0.1:7777 because
. packet size 3277056 exceeds max 1048576

N

y04/19 10:30:59.192 3236: GatewayClient: :Updatefuthorize Lost connection during Authorization.

3277056 = 0x320100 | :

o Find where in the packet I'm sending these bytes
o Modify it and see what happens afterwards

Ny




o

-;"--o The game doesnt log every issue it has when thmgs don t work

e Often need to dive in with a debugger and fix things
o Identify functions related to the issue you're having

o Get an idea of what each function is doing

o _' “Are there any-checks that are failing?”

o  “What is the expected value of this (register | return value|...)?"
o Setabunch of breakpoints ;

o Compare actual values to expected values

Can be very time-consuming and frustrating

©)
(©)

That's why these projects take so long to complete
If the high-level code was spaghetti, you'll become real familiar W|th these steps”

=
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-

e EventuaIIy |dent|f|ed 4 dlfferent packet structures
- o Small tweaks between each varrant '

e Example:
1. [1 byte] Packet type

2. [3 bytes] Unknown data

3.  [4 bytes] Compressed size of packet data + 4 (little-endian)

4. [4 bytes] Uncompressed- size of packet data (little-endian)
i-” 5. [Variable] Zlib- compressed packet data

o Different ‘packet types’ hoId the same data, but are a55|gned to a speC|f|c

packet structure | :
o e.g. Packet type Ox02 can only be used with packet structure #4




""'-*-Packet data starts out wnth al- byte channel type |
o Essentially 1dent|f|es what component of the game server we're talklng to

| . Started f||||ng in dlfferent values for the channel type and seeing Whaf.. _
happens '

. o Identified a bunch of different channels
- o CharacterManagerClient
) -m Character selection
= o ClientEntityManager-
; m Game entities
o ZoneCIlent L 3 : _ g
‘m Entering and leaving different zones (essentially maps) o e e e

P i
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'"-*-After the channel type we can start feedmg data to be sent to that
channel

® Usually starts W|th an identifier for the packet we'll be sendmg

ie « e.g for CharacterManagerChent
o 0x00: Connected

o 0x01: Disconnected _

j o 0x02: CharacterCreated

# o  0x03: GotCharacter - .
38 o  0x04: Enter Character Creation Screen

L 'Th|s is followed by additional data for that packet ; :

o e.g. alist of the player's characters, a serialized character... ey o




functlonallty :

‘o Character serialization L7 | _ 5 &
o Cré’ati’hg a character ' : : . 4 R "’

e o Sending character list ' , ; T -
o There's still alot to be done & G

| o Loadingintoazone A |

o Creating game entities

M

Properly architect the server

E | m Other players
.. ... ' m.  Monsters :
o Synchronizing multiple cllents
5‘; o










iy They (usually) dont Ilke |t . | _
o Large game companles will fight tooth and na|I over intellectual property
, o Indie studios might be more relaxed butit's a toss-up Wy
° Some famous examples: s i | p X
. (2016) Nostalrius shut down ; , i ;
m  WoW private server W|th 150k+ actlve users
o (2012) UMaple lawsuit -
m Orderedto pay 53 6M to Nexon
o (2009) Scapegaming lawsuit
= m Ordered to pay $88M to Blizzard
o (2008) Glider Bot lawsuit .
‘w  Ordered to pay $6M to Blizzard




(2007) City of Heroes Cease & De5|st
(2010) Aion C&D
(20113 Tabula Rasa C&D
(2012) Exteel C&D

(2014) Lineage I C&D




' ”"-EFF Ianded recent DMCA exemptlon for V|deo game archlvmg
Proposed to reduce Iegal uncertamty of reversmg games for preservat ,
purposes ‘ -

Catch: Not intended to apply to games with persistent worlds
o  Literally the definition of MMORPGs '

Interpretation has been debated
General consensus is the exemptlon does not apply to MMO server

emulators




A,

""-"‘--Attempts to purchase IP have gone nowhere
e Continue reversmg the game '
e Avoid plracy

o  Don't distribute the game client
o  Don't use NCSoft-owned server code

~ o Not meant to be commercial -
o Only intend to restore gameplay
*e Hope for the best -







. Thauk you!

: | ~ dkukfa@mail.rit.edu
| | - https://kukfa.co
@kukfa_




